
BARBARIANS IN THE THRONE ROOM
WHEN THE WALLS FELL:

VILNIUS 2019



PLEASE ALLOW ME…

DAVE LEWIS









#DEVOPS2019









SO MANY DISCLOSURES 
…NOT ENOUGH COFFEE



“YOU KNOW NOTHING OF MY WORK” 
SUN TZU



SACK OF ROME 410 AD







XP_CMDSHELL



THIS HAPPENS TOO OFTEN…







…SACK OF HOME













KREBS IS NOT YOUR IDS



WEB BREACH

UNAUTHORIZED ACCESS

INSIDER THREAT

MISSING PATCHES…



THE FIREWALL ADMIN



FAILED AUTHENTICATION



SOCIAL ENGINEERING



SQL INJECTION



THE BREACH



ESCALATION OF PRIVILEGE



INDICATORS OF COMPROMISE



BUT, BY THAT POINT…



EGRESS FILTERING 



THERE IT GOES



LESSON: ENCRYPT YOUR DATA



SUMMER OF BREACH 2012



BEEN THERE, DONE THAT





TWO YEARS AGO…



TWO MONTHS AGO



TODAY



EVERYBODY WANTS ONE…







▸ The investigation of the incident 

▸ Cost of remediating the findings 

▸ Cost to recover 

▸ Communications costs (PR, Media, Customer response) 

▸ Potential legal fees 

▸ Compliance penalties that could be leveraged

YOUR COSTS



▸ Loss of revenue 

▸ Customer attrition 

▸ Stock valuation

MORE COSTS…



COST OF BREACHES



COST OF NO ENCRYPTION



SO, WHO GOT THE PINK SLIP?

THE CISO
THE CIO

THE CEO

“RETIRED”
“RETIRED”

“RETIRED”





▸ Without compliance, there are no economic incentives to report breaches. 
Customer attrition 

▸ Breached company only suffers fines and breach reporting costs 

▸ Often Compliance is the adult in the room

COMPLIANCE





OH NO!

















HAMMER TO SPREAD BUTTER









WHO LET THE WORM OUT?





DO NOT ALIGN AGAINST YOURSELF





▸ Testing your breach incident response plan 

▸ Risks and benefits of information sharing 

▸ Often Compliance is the adult in the room

AUDIT



COMMUNICATIONS



0 DAY TO 100 DAY





PATCHING



STOP THE THREATS EARLIER



BUILD, THEN INNOVATE





WAR STORIES



DOWNLOADING…





WHAT LURKS BENEATH



AČIŪ



Thanks!
gattaca@duo.com 
@gattaca 
www.duo.com


