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A Brief History of Containers

Jeff Victor & Kir Kolyshkin
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Can you run ping as a normal user?

(Shout the answer.)
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$ ls -lah /bin/ping
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SUID bit
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Example: OpenVPN in Docker

docker run \

--cap-add NET_RAW \

--cap-add NET_ADMIN \

...
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CAP_NET_BIND_SERVICE



3. Capabilities

CAP_SETUID and CAP_SETGID
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int main() {
capng_clear(CAPNG_SELECT_BOTH);
capng_apply(CAPNG_SELECT_BOTH);
//Start bash here

}
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Actually, it’s quite hard...
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static int childFunction(void *arg) {
//Start bash here

}
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TARGET=my_nginx_container

docker run \

--pid container:$TARGET \

--net container:$TARGET \

--cap-add NET_RAW \

--cap-add NET_ADMIN \

--cap-add SYS_PTRACE \

-ti

janoszen/debug
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cgroup on /sys/fs/cgroup/cpuset type cgroup

(rw,nosuid,nodev,noexec,relatime,cpuset)
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cgcreate -g cpu,cpuacct:/my_group

cgclassify -g cpu,cpuacct:/my_group 26432

echo "2" > /sys/fs/cgroup/cpuset/my_group/cpuset.cpus
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cpuset.cpus
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cpu.shares
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cpu.rt_runtime_us

cpu.rt_period_us
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memory.memsw.limit_in_bytes
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blkio.throttle.read_bps_device

blkio.throttle.write_bps_device
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ctx = seccomp_init(SCMP_ACT_ALLOW);

seccomp_rule_add(
ctx,
SCMP_ACT_KILL,
SCMP_SYS(bind),
0

);

seccomp_load(ctx)
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deny network raw
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deny mount
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deny @{PROC}/sysrq-trigger rwklx
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capability setuid
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github.com/janoszen
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Questions?

@janoszen
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